Register an Azure App & Restrict Its Mailbox Access
Overview
This walkthrough covers two parts. First, you'll follow a link to register (consent to) an application in Azure Active Directory (Entra ID). Second, you'll use Exchange Online PowerShell to run an Application Access Policy, which restricts that application so it can only access one specific mailbox instead of every mailbox in the tenant.
Prerequisites
1. A Microsoft 365 Global Administrator or Exchange Administrator account for your tenant.
1. A Windows, macOS, or Linux machine with PowerShell 7+ (recommended) or Windows PowerShell 5.1.
1. The mailbox (email address) you want to grant the app access to, on hand.
1. The app registration link
Part 1: Register the App in Azure
STEP 1  Open the registration link
Click the link below (to be provided) and sign in with your Microsoft 365 admin account when prompted.
Link: AZURE APP REGISTRATION 
Full url: https://login.microsoftonline.com/783dfb14-ea4b-4aef-8e5a-a9767765fce4/adminconsent?client_id=63674a04-3189-4572-b735-75f467d863ee&redirect_uri=https://www.ceojuice.com
STEP 2  Review and accept the permissions
The page will show the permissions the application is requesting (for example, access to mailbox data via Microsoft Graph or Exchange Web Services). Review the requested permissions, then approve/consent as the admin.
STEP 3  Confirm the registration completed
Once consent succeeds, you should see a confirmation screen. You can verify the app was registered by going to the Azure Portal → Microsoft Entra ID → Enterprise applications, and confirming it appears in the list.
You do not need to record a new Application (client) ID from this step — the PowerShell command in Part 2 already references the correct App ID (63674a04-3189-4572-b735-75f467d863ee).
Part 2: Restrict the App to One Mailbox
STEP 4  Install the Exchange Online PowerShell module
Open PowerShell as Administrator and run:
	Install-Module -Name ExchangeOnlineManagement -Scope CurrentUser -Force


If this is the first module you've installed on this machine, PowerShell may prompt to install the NuGet provider or confirm an untrusted repository — type Y and press Enter to continue. If you get an execution-policy error, run: Set-ExecutionPolicy RemoteSigned -Scope CurrentUser, then retry.
STEP 5  Connect to your Microsoft 365 tenant
In the same PowerShell window, run:
	Connect-ExchangeOnline -UserPrincipalName admin@yourdomain.com


Replace admin@yourdomain.com with your own admin account. A Microsoft sign-in window will open — sign in and complete MFA if prompted.
Leave out -UserPrincipalName and just run Connect-ExchangeOnline if you'd rather pick the account from the sign-in prompt.
STEP 6  Run the Application Access Policy command
Once connected, run the following command, replacing <example@email.com> with the actual mailbox you want the app restricted to:
	New-ApplicationAccessPolicy `
  -AppId 63674a04-3189-4572-b735-75f467d863ee `
  -PolicyScopeGroupId <example@email.com> `
  -AccessRight RestrictAccess `
  -Description "Restrict to one mailbox"


PolicyScopeGroupId can be a single mailbox address, or a mail-enabled security group/distribution list if you want to scope access to multiple mailboxes at once.
STEP 7  Verify the policy (optional but recommended)
Confirm the policy was created and test that it applies to the intended mailbox:
	Get-ApplicationAccessPolicy
 
Test-ApplicationAccessPolicy -AppId 63674a04-3189-4572-b735-75f467d863ee -Identity <example@email.com>


Test-ApplicationAccessPolicy should return AccessCheckResult: Granted for the target mailbox, and Denied for any other mailbox you test against.
STEP 8  Disconnect when finished
	Disconnect-ExchangeOnline -Confirm:$false


Quick Reference: Full Command
	New-ApplicationAccessPolicy `
  -AppId 63674a04-3189-4572-b735-75f467d863ee `
  -PolicyScopeGroupId <example@email.com> `
  -AccessRight RestrictAccess `
  -Description "Restrict to one mailbox"



If a step doesn't match what you see on screen, stop and confirm with your Microsoft 365 admin before proceeding — application access policies affect real mailbox permissions.
